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multi-polar world
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The applications of DDoS
• Weaponization of DDoS from the 00’s onward:
• Mafiaboy (US, 2000): Took out Yahoo, CNN, 

eBay and many others: wakeup call 
• Spamhaus (NL/Europe, 2003): Online beef 

fought with online weapons
• SQL Slammer (2003): Left South Korea 

without internet and mobile telecoms for 
many hours

• Estonia (2007): Civil unrest accompanied by 
major outages in public infrastructure

• Dyn, OVHcloud & Krebsonsecurity (2016 
The rise of botnets / darkweb

• Attacks on banks and IRS (NL, 2018): First 
time critical public infrastructure had 
widespread fall-out in NL

• 2022 – now: DDoS part of hybrid warfare



2018: a turning point in The Netherlands
Many lessons were learned 
from the 2018 attacks

Turned out there was no 
connection at all



Our servers and devices as pawns on a global 
chess board

• DDoS is leveraged as low-risk, high-impact asymmetric 
warfare tool providing plausible deniability

• DDoS campaigns with high impact tend to coincide with 
international diplomatic tensions, military operations, 
democratic elections, and critical votes

• Attacks deliberately focus on financial infrastructure, media 
organizations, government services, and critical utilities to 
maximize disruption



Our servers and devices as pawns on a global 
chess board

• Hacktivist groups serve as convenient fronts for state actors 
while executing coordinated campaigns

• European reliance on non-European security solutions could 
pose a strategic risk with protection dependencies as 
potential geopolitical leverage points



NaWas DDoS attack statistics for 2024



June 4, 2025MORE-IP



So how should we respond?



The impact of a DDoS attack is 
limited and often symbolic. […] 
In many cases, the impact of a 
DDoS attack is limited.”

- Quote by a government 
official in response to recent 
DDoS attacks

Probably not like this:

“the harmless DDoS myth”



“The impact of a DDoS attack 
is limited and often symbolic. 
[…] In many cases, the impact 
of a DDoS attack is limited.”

- Quote by a government 
official in response to recent 
DDoS attacks

But is it?



What is to be done?

• We should debunk the ‘Harmless DDoS myth’ wherever it 
matters

• We should reframe DDoS resilience as a collective 
responsibility instead of an individual responsibility for 
individual organisations

• We need to work on a pan-European framework for DDoS 
readiness

• The goal should be to deny the opportunity to disrupt our 
societies with DDoS



Building a European DDoS defense network: some 
ideas

• Establish a pan-European DDoS response center with 24/7 
operations capability

• Develop standardized APIs for real-time threat data 
exchange between (national) CSIRTs

• Implement mandatory reporting protocols for attacks 
exceeding certain thresholds 



Building a European DDoS defense network: some 
ideas

• Create a European traffic scrubbing infrastructure with 
central nodes for resilience, with many smaller nodes in a 
distributed edge setup

• Dedicated (EU) funding for critical infrastructure and 
sovereignty protection

 
• Fund academic research specifically targeting next-

generation European security solutions



What we could start with tomorrow

• Scale successful models like the NL anti DDoS coalition 
throughout Europe

• Use and contribute to tools that are already available, such 
as the DDoS fingerprint database

• Develop open-source DDoS mitigation tools with European 
funding and governance

• Create a certification framework for European DDoS 
protection services 

• Incentivize critical infrastructure migration to European 
protection solutions through procurement requirements



Thank you

• Questions?

• Want to collaborate or exchange 
ideas? Contact bureau@nbip.nl
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